A Distributed Computing Model for Dataflow,
Controlflow, and Workflow in Fractionated
Cyber-Physical Systems
Mark-Oliver Stehr, Minyoung Kim, and Tim McCarthy
SRI International,
firstname.lastname@sri.com

Abstract. With the ongoing trend to parallelize computations for scalability, better performance, and reliability, distributed dataflow models are attracting interest at all design levels, ranging from processor
architectures to local- and wide-area computing clusters in the cloud.
Data-driven computation has also been an important paradigm in sensor networks and embedded systems, which have evolved into a larger
research effort on networked cyber-physical systems (NCPS), that can
sense and affect their environment. Fractionated cyber-physical systems
(FCPS) are an interesting subclass of NCPS where the redundancy and
diversity of many unreliable and potentially heterogeneous networked
components is exploited to improve scalability, reliability, and verifiability of the overall system. In this paper we present the theory and an
application of a new distributed computing model for such systems as a
first step toward a model-based design methodology for FCPS. To uniformly capture dataflow, controlflow, and workflow, we use a subclass
of Petri nets as an intuitive high-level model, which is translated into
a weaker model — namely, a new variant of Petri nets that does not
make any atomicity assumptions but instead uses a partial order to ensure eventual consistency. By combining our theory with the concept
of virtual potential functions, we briefly discuss an application to unmanned aerial vehicle (UAV) swarms, which has been implemented on
top of a prototype of our theory for both simulation models and real
world deployments.
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Introduction

Dataflow models have a long history in computer science as witnessed by the
large body of literature on dataflow graphs, Kahn networks, stream processing
languages, and Petri nets. Dataflow models come in many flavors. Some use
graphical representations, while others are presented as formal systems, such as
linear logic [16] or rewriting logic [30]. Such models have been used not only to
describe software and hardware designs but also workflow in various domains
from manufacturing to government, where the individual tasks of a workflow
are not computational but may entail interaction with the physical world or the
social/organizational context. Dataflow models make explicit the information
flow and hence the causal structure of computations, which is only implicitly
represented in traditional algorithms. Explicitly representing the structure of a
distributed computation is a form of partial reflection that enables the runtime
system to make better decisions on how to map computation to the available
resources. Another attractive feature of dataflow/workflow models is that they
are declarative, in the sense that data objects, functions, and causal dependencies
can be specified, e.g., in the form of a Petri net, and at the same time they can
be operational, i.e., executable.
Distributed dataflow approaches are gaining popularity, most recently because of their potential to exploit the parallelism offered by modern many-core
architectures (stream processing) and cloud computing. Google’s MapReduce
framework [9] can be seen as an execution engine for distributed dataflow graphs
of a certain two-level shape. Programming languages for the distributed execution of larger classes of dataflow graphs are being developed, as for instance
CIEL [34]. Stream processing frameworks such as OpenCL [1] can express dataparallel programs in terms of kernel functions that can be efficiently mapped
to many-core architectures such as modern graphical processing units (GPUs).
Thanks to their capability to separate timing and functionality, dataflow models enable scalability and are also becoming increasingly popular in hardware
design as witnessed by approaches such as BlueSpec [2], which is influenced by
Petri nets and rewriting-based approaches, and is becoming a real competitor
for VHSIC hardware description language (VHDL) and Verilog. Data-oriented
approaches have also traditionally been used in sensor networks with in-network
processing (mostly asynchronous) and model-based design of embedded systems
(mostly synchronous), which have become part of a larger research effort on
sensor/actor networks [12] or networked cyber-physical systems (NCPS). There
is also a parallel trend to make general-purpose networking architectures more
data oriented and aware of the semantics of the data, as witnessed by recent
efforts such as disruption-tolerant networking [13], declarative networking [29],
and content-based networking [24, 18].
The real potential of distributed dataflow models for programming or modelbased design has not been reached yet, because existing dataflow engines are implemented as classical distributed algorithms that can operate successfully only
in very constrained and cooperative environments. Although some traditional
fault tolerance can be offered by dataflow engines, operating under high failure

rates, with highly unreliable connectivity, or even in the context of node mobility is still a major challenge arising in many real-world large-scale distributed
systems or systems operating in hostile/uncontrollable environments. The objective of this paper is to develop a dataflow model for fractionated software and
hardware systems. Such systems are motivated by the strong trend toward a
truly distributed world in which potentially unreliable and resource-constrained
devices and powerful computing resources coexist without assuming continuous
network connectivity, and where a large number of such components need to be
operating as an ensemble to produce sufficient performance and reliability.
In Section 2, we introduce some background on fractionated cyber-physical
systems (FCPS), the partially ordered knowledge-sharing model, which sets the
broader framework for this work, and basic terminology on Petri nets, which
are widely used in model-based design and in this paper will be used to specify
dataflow, controlflow, and workflow for fractionated systems. In Section 3, we
define the high-level workflow model and its mapping to a weaker model that is
amenable to a fully distributed fractionated implementation. Most important,
the close correspondence between these models is established. In Section 4, we
use a specific case study to illustrate how our theory can be combined with the
concept of virtual potential functions and applied for the distributed control
of fractionated systems, in this case UAV swarms on a surveillance mission. In
Section 5, we discuss some related work, before we conclude in Section 6.

2

Background

2.1

Fractionated Cyber-Physical Systems

NCPS are distributed systems consisting of heterogeneous software and hardware components that can sense and affect the environment. Typically, the environment plays an important role and can have many dimensions. For instance,
manufacturing systems, process control systems, automobiles, aircraft, satellites,
and robots are classical examples of NCPS, but also systems that support social interaction or collaborative activities with humans in the loop. The notion
of fractionated software is inspired by hardware fractionation in DARPA’s F61
space program [5] and has been proposed in [49] as a new basis to improve
reliability and verifiability of systems and for future systems built on fundamentally unreliable components. Fractionated cyber-physical systems (FCPS) can be
seen as a class of NCPS in which the operation of the system is fully distributed
without tying a function to a particular piece of hardware, which can also be
regarded as an extreme form of virtualization. Hardware is highly redundant so
that functions can be performed even in the presence of continuous failures without the need for global coordination. FCPS should operate in a meaningful way
even if network communication is extremely unreliable and network partitioning
may occur. FCPS also need to provide scalability in the sense that the amount
1
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of hardware/software elements (so-called fracments) can be adjusted, without
requiring changes in the application. Many classical distributed algorithms that
may be sufficient for NCPS are not suitable for FCPS, because they make strong
assumptions about the network — e.g., have bounded delays, use nonscalable
primitives such as transactions, or introduce temporary bottlenecks, e.g., synchronization or leader election phases. Aspects of FCPS can be found in sensor
networks, ensembles or swarms of vehicles, or biological systems, more generally
systems of a large number of unreliable components that are beyond the reach
of classical distributed algorithms.
2.2

Partially Ordered Knowledge Sharing

The partially ordered knowledge sharing model for loosely coupled distributed
computing was introduced in [21], which presents a prototypical implementation
of what we call the cyber-application framework, a software framework for NCPS.
A logical version of this model was studied in [46, 22] and a particular instance
was used for disruption-tolerant networking [48].
In a nutshell, this model postulates an NCPS with a finite set of so-called
cyber-nodes that provide computing resources, can have volatile and/or persistent storage, and are all equipped with networking capabilities. Cyber-nodes can
have additional devices such as sensors and actuators, through which they can
observe and control their environment, but only to a limited degree (including
possibly their own physical state, e.g., their orientation/position). Cyber-nodes
can be fixed or mobile, and for the general model no assumption is made about
the computing or storage resources or about the network and the communication
capabilities or opportunities that it provides. Hence, this model covers a broad
range of heterogeneous technologies (e.g., wireless/wired, unicast/broadcast) and
potentially challenging environment conditions, where networking characteristics
can range from high-quality persistent connectivity to intermittent/episodic connectivity. The cyber-physical system is open in the sense that new nodes can join
and leave the network at any time. Permanent or temporary communication or
node failures are admitted by this model.
As a step toward semantic networking [36], partially ordered knowledge sharing allows the network to be aware of the application semantics (in this paper,
the semantics of our workflow model), and hence a real-world distributed implementation of our model has a well-defined behavior under network partitioning
and network merging, and can tolerate unbounded network delays and node
mobility. Due to the transactionless nature of our model, disconnections do not
have to be announced or predicted as in distributed tuple space models such
as [33]. Thanks to in-network caching, delay- and disruption-tolerant communication scenarios — e.g., highly unreliable wireless networks, short windows of
opportunity, and message ferrying — can be supported. There is no need for
continuous clock synchronization, as long as logical time [27] is respected.
Applications are event-driven; that is, they can post and respond to local
events. For coordination, knowledge can be posted into the network by a semantic broadcast that can be implemented by many different protocols, ranging

from physical broadcast to gossip-style protocols. Knowledge can also be cached
in the network by intermediate nodes and at the endpoints. To partially capture
the semantics of knowledge for the purpose of distributed knowledge sharing, we
assume an application-specific strict partial order ≺ on units of knowledge that
we refer to as replacement order, with the intuition that k ≺ k 0 means that k 0
replaces/overwrites k, and hence if k has not been delivered yet to the application, the knowledge-sharing model may discard it without delivering it, if k 0 has
already been received.

2.3

Petri Nets

Petri nets are the prototypical model for dataflow that has inspired many other
formalisms. Here, we use nets with individual tokens, specifically colored nets,
as a common specification of dataflow, controlflow, and workflow. We begin with
some basic notation and Petri net terminology.
A finite multiset over a set S is a function m from S to N such that its support
S(m) = {s ∈ S | m(s) > 0} is finite. We denote by MS(S) the set of finite
multisets over S. We write ∅S for the empty multiset over S and he1 , . . . , en iS
for the multiset containing the listed elements (we usually omit S if it is clear
from the context), and, overloading some set operators, we use the standard
definitions of multiset membership ∈, inclusion ⊆, union +, and difference −.
A net N consists of a finite set of places PN , a finite set of transitions TN
disjoint from PN , and a flow relation FN ⊆ (PN × TN ) ∪ (TN × PN ) such that
the preset •t and the postset t• are nonempty for each t ∈ TN , where the preset
•
x and postset x• of x ∈ P ∪ T are defined as {y | y FN x} and {y | x FN y},
respectively. A net is pure iff x• ∩ •x = ∅ for all x ∈ P ∪ T .
Whenever we use nonpure nets, we interpret symmetric pairs of the flow
relation to represent what is usually called test or read arcs, rather then selfloops, which have a different concurrency and refinement semantics.
Let N be a net. A (black) token is simply defined by a place p ∈ PN . A
marking is a multiset of tokens. An occurrence is defined by a transition t ∈ TN .
The sets of tokens, markings, and occurrences of N are denoted by KN , MN and
ON , respectively. The semantics of a net N is given by the labeled transition
system that has MN as its set of states, ON as its set of labels, and a transition
relation −→ given by the occurrence transition relation −→o ⊆ MN ×ON ×MN
t
defined by m1 −→o m2 iff there is a marking m such that m1 = m + •t and
•
m2 = m + t . Writing the occurrence rule in the way given above makes it
evident that the occurrence of a transition t replaces its preset by its postset,
whereas the remainder of the marking, here denoted by m, is not involved in this
t
process. We say that a transition t is enabled at a marking m iff m −→o m0 for
some marking m0 . We also define a binary transition relation −→ ⊆ MN × MN
l
+
by m1 −→ m2 iff m1 −→o m2 for some label l, its transitive closure −→, and
∗
its reflexive and transitive closure −→. We say that m2 is reachable from m1 iff
∗
m1 −→ m2 . We write R(N , m) to denote the set of markings reachable from m.

An execution of a net N is a finite sequence π = m0 , l0 , m1 , l1 , . . . , ln , mn+1 ,
or an infinite sequence π = m0 , l0 , m1 , l1 , . . . of markings mi and labels li such
li
that mi −→
o mi+1 for all indices i, i + 1 of π. Typically, a net N is specified
together with an initial marking m0 , giving rise to a net system (N , m0 ), in
which case executions of (N , m0 ) are the subset of executions of N starting with
m0 .
Let (N , m0 ) be a net system. We say that (N , m0 ) is safe iff for each marking
m ∈ R(N , m0 ) we have m(p) ≤ 1 for all p ∈ PN . Furthermore, (N , m0 ) is live
iff for each marking m ∈ R(N , m0 ) and each transition t0 ∈ TN there exists
∗
m0 with m −→o m0 such that t0 is enabled at m0 . Safety and liveness imply
boundedness and deadlock freedom, respectively [11].
Abstract workflows of many different kinds [52, 42] are often modeled using
free-choice nets [4, 11], which exhibit the property that conflicts are localized
and structurally defined. A free-choice (FC) net N is a net2 such that for all
transitions t, t0 ∈ TN with •t ∩ •t0 6= ∅, we have •t = •t0 = {p} for some p ∈ PN .
Motivated by our application, we will only consider safe and live free-choice
(SLFC) net systems (i.e. nets sytems with an underlying FC net) in this paper.
In our proofs, we frequently exploit their well-understood structural properties
that can be most intuitively captured by reduction or synthesis rules [11].
Colored nets [19] are nets with places, transitions, and arcs inscribed with
additional information given by functions C and W . The color set C(p) of a place
p is the set of possible objects p can carry. The color set C(t) of a transition t can
be seen as a set of bindings (also called modes) under which t may occur. We use
a specialization of colored nets, where the arc inscription W defines individual
objects (“colored” tokens) that are transported by an arc when the associated
transition occurs. In fact, this object may depend on the binding under which the
transition occurs, which is why W (p, t) and W (t, p) take the form of functions in
the definition below. In a graphical representation, W is represented by variables
or terms on the arcs, and the color set of a transition is implicitly defined by
all the possible bindings of all its local variables, which can be restricted by an
optional condition.
A colored net N consists of (1) a net NN ; (2) a set of color sets CSN ; (3)
a color function CN : PN ∪ TN → CSN ; and (4) an arc inscription WN on
FN such that WN (p, t) : CN (t) → CN (p) and WN (t, p) : CN (t) → CN (p).
WN is extended to a function on (PN × TN ) ∪ (TN × PN ) in such a way that
(p, t) ∈
/ FN implies WN (p, t)(b) = ∅, and (t, p) ∈
/ FN implies WN (t, p)(b) = ∅ for
each b ∈ CN (t). A colored net N is pure iff the underlying net NN is pure.
The semantics of colored nets can be reduced to that of ordinary nets by
a flattening operation [47], but we give a direct definition for the purpose of
this paper. Let N be a colored net. A token is of the form (p, d) where p ∈
PN and d ∈ C(p), also called a data object for p. A marking is a multiset of
tokens. An occurrence is of the form (t, b) where t ∈ TN and b ∈ C(t), also
called a binding for t. The sets of tokens, markings, and occurrences of N are
2

To simplify the treatment we do not consider the slightly more general class of
extended free-choice nets in this paper.

denoted by KN , MN , and ON , respectively. Given a marking m we define the
projection on p ∈ PN , written p(m), by p(m)(p, d) = m(p, d) and p(m)(p0 , d0 ) = 0
if p0 6= p. Given an occurrence (t, b) we define the multisets •(t, b) and (t, b)• by
•
(t, b)(p, d) = W (p, t)(b)(d) and (t, b)•(p, d) = W (t, p)(b)(d). The semantics of
a colored net N is given by the labeled transition system that has MN as its
set of states, ON as its set of labels and a transition relation −→ given by the
(t,b)

occurrence transition relation −→o ⊆ MN × ON × MN defined by m1 −→o m2
iff there is a marking m such that m1 = m + •(t, b) and m2 = m + (t, b)•. We
say that a transition t is enabled under a binding b or equivalently that the
(t,b)

occurrence (t, b) is enabled at a marking m iff m −→o m0 for some marking m0 .
Typically, a colored net N is specified together with an initial marking m0 , giving
rise to a colored net system (N , m0 ). The binary transition relation, reachable
markings, and executions are defined as for nets and net systems, respectively.
Given a colored net system (N , m0 ), we define the flow abstraction (N̂ , m̂0 )
as the net system consisting of the underlying net N̂ of (N , m0 ) and a marking
m̂0 of N̂ that is defined as η(m0 ) where η : MN → MN̂ lifts η : KN → KN̂
to multisets, which maps each token (p, d) in N to a (black) token p in N̂ ,
abstracting from the data. A corresponding function η : ON → ON̂ maps each
occurrence (t, b) in N to an occurrence t in N̂ , abstracting from the binding.
From our definitions, it is obvious that η preserves the semantics — i.e., every
o

η(o)

m −→o m0 implies η(m) −→o η(m0 ), but the converse does not typically hold.

3

Toward a Truly Distributed Workflow Model for
Fractionated Systems

We introduce two Petri-net-based models, a high-level workflow model, and an
implementation-level model, and establish a formal correspondence. We begin
with the latter, but we first enrich colored nets with a notion of timestamps that
will enable the mapping between these models.
A colored net system (N , m0 ) maintains timestamps iff there is a function
ts : K ∪ O → R such that the following timestamp conditions hold: (1) ts(p, d) =
0 for all (p, d) ∈ m0 and (2) for each occurrence (t, b) ∈ O we have ts(p0 , d0 ) =
ts(t, b) > ts(p, d) for each (p, d) ∈ •(t, b) and (p0 , d0 ) ∈ (t, b)•.
Since we are interested in fully distributed executions of nets, we cannot
assume the existence of a global clock. Instead, we are using the weaker logical
time [27].
For colored nets that maintain timestamps we canonically restrict the sets
of tokens KN so that ts(k) = ts(k 0 ) implies k = k 0 for all k, k 0 ∈ KN , and
similarly we restrict the set of occurrences ON so that ts(o) = ts(o0 ) implies
o = o0 for all o, o0 ∈ ON . Furthermore, we canonically restrict the occurrence
o
∗
transition relation −→o ⊆ MN × ON × MN so that m −→o m0 −→o m00
0
0
00
and ts(o) = ts(o ) implies that o is not enabled at m , which in particular
entails that the timestamps of occurrences on each execution are distinct. Such

requirements of distinct timestamps are satisfied in practice with arbitrary high
probability if the timestamp precision is sufficiently high.
Lemma 1. Given a colored net system (N , m0 ) there is an equivalent colored net
system (N̄ , m̄0 ) that maintains timestamps in the sense that there are functions
φ : MN̄ → MN and φ : ON̄ → ON such that for all m̄ ∈ R(N̄ , m̄0 ) we have (1)
ō

φ(ō)

o

m̄ −→o m̄0 implies φ(m̄) −→o φ(m̄0 ), and (2) φ(m̄) = m and m −→o m0 implies
ō
m̄ −→o m̄0 for some ō and m̄0 with φ(ō) = o and φ(m̄0 ) = m0 .

Proof. By construction of a colored net N̄ that adds a timestamp component to
each token and each occurrence so that the timestamp conditions are satisfied
(different choices of timestamps can be expressed by different occurrences, i.e.,
nondeterministically). The functions φ : KN̄ → KN and φ : ON̄ → ON are
defined as a projection removing the timestamp component. The former is lifted
to multisets to obtain φ : MN̄ → MN .
A colored net N is monotonic iff (p, t) ∈ FN implies (t, p) ∈ FN for all
p ∈ PN and t ∈ TN and W (p, t) = W (t, p) for all (p, t) ∈ FN . Given a pure
colored net N we define the monotonic closure N̄ as the colored net that is
identical to N except that FN̄ = FN ∪ {(t, p) | (p, t) ∈ FN }, WN̄ is identical to
WN on FN , and WN̄ (t, p)(b) = WN (p, t)(b) for all (p, t) ∈ FN .
Clearly, monotonic nets have monotonic executions where the markings can
only grow, because tokens cannot be removed by transition occurrences. Different
from Petri nets with test or read arcs, monotonic nets require that the preset of
a transition is exclusively accessed through read arcs. The only way to eliminate
tokens is by means of an ordering, which leads to the next definition.
A partially ordered net (N , ≺N ) consists of a colored net NN and a strict
partial order ≺N ⊆ KN × KN called the replacement order. The occurrence
semantics of (N , ≺N ) extends the occurrence semantics of N by an additional
(p,d)

replacement transition relation −→r ⊆ MN ×KN ×MN defined by m1 −→ r m2
iff (p, d) ∈ m1 , (p0 , d0 ) ∈ m1 , (p, d) ≺ (p0 , d0 ), and m2 = m1 − h(p, d)i. In this
case, we also write m1 −→r m2 . A partially ordered net system (N , ≺N , m0 ) is a
partially ordered net (N , ≺N ) together with an initial marking m0 ∈ MN . The
semantics of a partially ordered net (N , ≺N ) and a partially ordered net system
(N , ≺N , m0 ) is defined as for colored nets or net systems but using an extended
transition relation −→, which is the union of the occurrence transition relation
−→o and the replacement transition relation −→r .
Partially ordered net systems with an underlying monotonic net will serve as
our implementation-level model, which allows inconsistencies to enable efficient
distributed execution as long as they can be resolved when needed. Hence, our
approach can be best characterized as optimistic, in contrast to a pessimistic
approach, which would block progress to make sure that inconsistencies can
never arise. Our high-level workflow model is introduced next.
A multiround workflow system (N , m0 ) is a colored net system with an initial
place p0 and an initial data object d0 ∈ C(p0 ), giving rise to an initial marking
m0 = h(p0 , d0 )i, such that the following conditions are satisfied. (1) The flow

abstraction of (N , m0 ) is a pure SLFC net system. (2) For each marking m ∈
R(N , m0 ) we have |m| = 1 whenever m(p0 ) 6= ∅. (3) There exists a function
r : K → N such that r(p0 , d0 ) = 0 and (3a) for each occurrence (t, b) ∈ O
and for all (p, d), (p0 , d0 ) ∈ •(t, b) we have r(p0 , d0 ) = r(p, d) and (3b) for all
(p, d) ∈ •(t, b), (p0 , d0 ) ∈ (t, b)• we have r(p0 , d0 ) = r(p, d) + 1 if p0 = p0 and
r(p0 , d0 ) = r(p, d) otherwise.
From this definition it follows that hp0 i is a home marking in the flow abstraction, meaning that it is reachable from any reachable marking [11]. If should be
noted that although the flow abstraction is live, it is only an overapproximation
of the behavior of (N , m0 ), which due to conditional transitions (as expressed
by valid bindings) may terminate (possibly after a number of rounds).
To explicitly track causality and define an appropriate replacement ordering, we enrich each token in our workflow system with some local provenance
information.
A multiround workflow system (N , m0 ) maintains provenance iff it maintains
timestamps and there is a function h : K → 2K∪O such that the following
provenance conditions hold: (1) h(p0 , d) = ∅ for d ∈ C(p0 ) and (2) for each
occurrence
(t, b) ∈ O and (p0 , d0 ) ∈ (t, b)• with p0 6= p0 we have h(p0 , d0 ) =
S
{h(p, d) | (p, d) ∈ •(t, b)} ∪ {(t, b)} ∪ {(p0 , d0 )}.
We note that provenance is represented by the past causality cone within
each round and gives rise to a causal order on tokens defined by set-theoretic
inclusion. Our multiround scheme together with Condition (1) ensures that the
accumulated provenance information remains bounded, which is essential for any
implementation. Clearly, this is only a sufficient condition and not necessary, and
more general ways to achieve boundedness are conceivable.
Lemma 2. Given a multiround workflow system (N , m0 ) there is an equivalent
colored net system (N̄ , m̄0 ) that maintains provenance in the sense that there are
functions φ : MN̄ → MN and φ : ON̄ → ON such that for all m̄ ∈ R(N̄ , m̄0 ) we
φ(ō)

ō

o

have (1) m̄ −→o m̄0 implies φ(m̄) −→o φ(m̄0 ), and (2) φ(m̄) = m and m −→o m0
ō
implies m̄ −→o m̄0 for some ō and m̄0 with φ(ō) = o and φ(m̄0 ) = m0 .

Proof. By construction of a colored net that adds a provenance component to
each token, which is uniquely defined by the provenance conditions above. The
functions φ : KN̄ → KN and φ : ON̄ → ON are defined as a projection removing
the provenance component. The former is lifted to multisets to obtain φ : MN̄ →
MN .
Lemma 3 (Deterministic Reversibility). Let (N , m0 ) be a multiround workflow system that maintains provenance and m0 ∈ R(N , m0 ). Lifting h from
tokens to markings in the natural way, we have the following property. For
each occurrence (t, b) ∈ h(m0 ) that is maximal, i.e., there is no occurrence
(t0 , b0 ) ∈ h(m0 ) such that (t, b)• ∩ •(t0 , b0 ) 6= ∅, there exists a unique marking
(t,b)

m such that m −→o m0 and m ∈ R(N , m0 ).
Proof. Since it is not empty, h(m0 ) contains an occurrence that removes the
token from the initial place p0 , which defines the marking m00 ∈ R(N , m0 ) at

the beginning of the current round, i.e., the round of m0 . Now m can be reached
from m00 by executing all occurrences in h(m0 ) except for (t, b) in any order
consistent with the causal order induced by h(m0 ), which implies m ∈ R(N , m0 )
(t,b)

and m −→o m00 . Since each occurrence has a deterministic effect, any causally
equivalent execution of a set of occurrences yields the same result, and we obtain
m00 = m0 .
Utilizing the embedded provenance information we can define a replacement
ordering that has two purposes and hence two components. First, the system
should move forward in time by making sure that more recent tokens replace
obsolete tokens (causal replacement). Second, inconsistencies — e.g., violations
of mutual exclusion — must be eventually resolved (conflict replacement).
Given a multiround workflow system (N , m0 ) that maintains provenance
we define a causal replacement relation ≺li ⊆ K × K, where K = K(N , m0 )
is defined as the union of the support of all reachable markings R(N , m0 ), as
follows: k ≺li k 0 iff r(k) < r(k 0 ), or k ∈ h(k 0 ) and r(k) = r(k 0 ). We also define a
conflict replacement relation ≺al ⊆ K×K as follows: k ≺al k 0 iff r(k) = r(k 0 ) and
(1) p(k) = p(k 0 ) = p0 and ts(k) > ts(k 0 ) or (2) there exists a timestamp-minimal
pair (o, o0 ) of occurrences o ∈ h(k) and o0 ∈ h(k 0 ) such that •o ∩ •o0 6= ∅ and
ts(o) > ts(o0 ). Here, a pair of occurrences is timestamp-minimal in a set of pairs
if ts(o, o0 ) is minimal, where the timestamp ts(o, o0 ) of a pair (o, o0 ) is defined as
min(ts(o), ts(o0 )). The full replacement relation ≺N is defined as ≺li ∪ ≺al .
Lemma 4 (Localized Conflicts). Let (N , m0 ) be a multiround workflow system that maintains provenance. If, given k, k 0 ∈ K(N , m0 ), there exist distinct
occurrences o ∈ h(k) and o0 ∈ h(k 0 ) such that •o ∩ •o0 6= ∅, then (1) k 6= k 0 , (2)
there exists a unique timestamp-minimal pair (ō, ō0 ) of such occurrences and (3)
•
ō ∩ •ō0 = {k̄} for some token k̄.
Proof. Assume o ∈ h(k) and o0 ∈ h(k 0 ) such that o 6= o0 and •o ∩ •o0 6= ∅. Clearly,
(1) k 6= k 0 . Otherwise, there is one token k = k 0 with two mutually exclusive
occurrences o and o0 in its causal past, which is impossible due to the SLFC
property of the flow abstraction. Statement (3) stating that •o ∩ •o0 is a singleton
holds due to the FC property. It remains to prove (2), for which we assume
another pair (o2 , o02 ) such that o2 ∈ h(k) and o02 ∈ h(k 0 ). We first exclude the
Case (a) that o2 ≺li o and o02 ≺li o0 (similar argument for the symmetric case), in
which case we have ts(o2 , o02 ) < ts(o, o0 ) and (o, o0 ) cannot be timestamp minimal.
Next we exclude Case (b) that is o2 ≺li o and o0 ≺li o02 (similar argument for
the symmetric case). This case is incompatible with SLFC property. Finally, we
exclude the remaining Case (c). Clearly, o and o2 are causally before k and there
must be a transition ō that merges the tokens from o and o2 . Similarly, there
must be a transition ō0 causally before k 0 that merges o0 and o02 . An intermediate
place between o and ō, and similarly between o0 and ō0 , between o2 and ō, or
between o02 and ō0 , violates the SLFC property, hence o = ō, and similarly o0 = ō,
o2 = ō, and o02 = ō0 . So we obtain o = o2 and o0 = o02 .
Lemma 4, which will be utilized in the following theorem, states that conflists
have a unique canonical source and hence allows us to propagate the conflict

relation ≺al along ≺li , because no ambiguity about the source can be introduced
over time.
The overall coherence of our previous definitions — namely, that ≺ results
in a strict partial order — is essential and hence established in the subsequent
theorem.
Theorem 1 (Well-Formedness). A monotonic multi-round workflow system
(N , m0 ) that maintains provenance together with ≺N forms a partially ordered
net system (N , ≺N , m0 ).
Proof. We have to show that ≺N = ≺li ∪ ≺al is a strict partial order. Irreflexivity can be verified by inspecting the definitions of ≺li and ≺al , and using Lemma
4 for the latter. For transitivity, it is sufficient to show the following four statements: (1) ≺li ◦ ≺li ⊆ ≺li , (2) ≺al ◦ ≺al ⊆ ≺al , (3) ≺li ◦ ≺al ⊆ ≺li ∪ ≺al ,
and (4) ≺al ◦ ≺li ⊆ ≺li ∪ ≺al . Statement (1) is easy to verify from the definition. For Statement (2) assume x ≺al y ≺al z. Clearly, r(x) = r(y) = r(z).
If p(x) = p(y) = p0 we must have p(y) = p(z) = p0 , because h(y) is empty,
and x ≺al z follows from transitivity of the timestamp ordering. The case of
p(y) = p(z) = p0 is analogous. Otherwise, we have conflicts at u and u0 such
that u ∈ •ox ∩ •oy and u0 ∈ •o0y ∩ •o0z for ox ∈ h(x), oy , o0y ∈ h(y), and o0z ∈ h(z).
We consider two cases: (a) oy = o0y and (b) oy 6= o0y . In Case (a), the SLFC
property of the flow abstraction implies •ox = •oy = •oz = {u}. Hence x ≺al z
follows from transitivity of the timestamp ordering. In Case (b), there must be
an occurrence o00y eventually joining some output from oy and o0y . To cover the
choice of o0z while maintaining the SLFC property of the flow abstraction there
must be an occurrence o00z joining some output from oy and o0z . Similarly, there
must be an occurrence o00x joining some output from ox and o0y . However, the
SLFC property implies •o00x = •o00y = •o00z = {u00 } for some u00 , which contradicts the fact that these are joining occurences. To prove Statement (3) assume
x ≺li y ≺al z. Clearly, r(y) = r(z). If r(x) < r(z), we are done. If r(x) > r(z)
we have r(x) > r(y), which is a contradiction. So r(x) = r(y) = r(z). By definition y ≺al z means that there is a cannonical conflict source u ≺li y, z. So we
have u ≺li x ≺li y or x ≺li y must factor through u due to the SLFC property,
meaning that x ≺li u ≺li y. In the latter case, we have x ≺li u ≺li z, and we are
done by (1). In the former case, it follows that x ≺al z by propagating back the
relation y ≺al z. Finally, to prove Statement (4), assume x ≺al y ≺li z and as in
(3) we can assume r(x) = r(y) = r(z). By definition of ≺al there is a u ≺li x, y
at which the conflict occurs first, but the same u witnesses a conflict between
z and x. By Lemma 4 the canonical conflict source u is uniquely defined and
hence the conflict is resolved in the same direction, giving rise to x ≺al z by
propagating x ≺al y forward.
For the reminder of this section, we assume a multiround workflow system
(N , m0 ) that maintains provenance and the partially ordered net system (N̄ , ≺N̄
, m0 ) where N̄ is the monotonic closure of N . Note that MN̄ = MN and
ON̄ = ON . For better readability, we use a few conventions. The notation •x
and x• will always refer to N . If not otherwise noted, transition relations will

refer to N , except in the case where they are used with variables like m̄ and m̄0 ,
in which case they refer to N̄ .
As a first observation stated in the following theorem, a causality cone does
not contain inconsistencies, and hence conflicts are never visible in provenance
of individual tokens (and hence this set is preserved).
Theorem 2. K(N , m0 ) = K(N̄ , m0 ).
Proof. The direction K(N , m0 ) ⊆ K(N̄ , m0 ) follows directly from monotonicity.
To prove K(N̄ , m0 ) ⊆ K(N , m0 ) we must deal with the case where a token in
K(N̄ , m0 ) contains two occurrences o and o0 that are mutually exclusive in N
but both executed in N̄ . Given the SLFC property it is impossible to fuse two
conflicting branches (in the flow abstraction) such a token cannot exist.
In the following, we use ψ(m) to denote the submarking given by the maximal elements of m w.r.t. ≺. This gives rise to an induced equivalence relation
≡ defined by m ≡ m0 iff ψ(m) = ψ(m0 ). The following theorems use ψ to state
equivalence modulo replacement between our high-level model, the multiround
workflow system, and the implementation-level model, given by a monotonic
partially ordered net system. By using the function ψ we can state eventual
consistency results for the global state, in the sense that when all knowledge
would be accumulated by some observer, the replacement ordering will ensure
consistency of the observation. Of course, the goal of using this ordering at runtime is to ensure local consistency after each step while the system is running, so
that inconsistencies are unlikely to propagate and computational and networking
resources are not wasted.
Theorem 3 (Equivalence). For each marking m̄ ∈ R(N̄ , ≺N̄ , m0 ) we have
o
o
(1) m̄ −→o m̄0 (in N̄ ) implies m̄ −→o m0 (in N ) for some m0 such that m̄0 ≡ m0 ,
(2) m̄ −→r m̄0 (in N̄ ) implies m̄ ≡ m̄0 , and (3) for each m ∈ R(N , m0 ) we have
o
o
m −→o m0 implies m −→o m̄0 (in N̄ ) for some m̄0 such that m̄0 ≡ m0 .
o

Proof. To prove Statement (1) assume m̄ −→o m̄0 . Since compared with N , the
o
monotonic closure N̄ has additional output arcs, we have m̄ −→o m0 (in N )
for some m0 = m̄0 − •o. For each k ∈ •o there exists k 0 ∈ o• ⊆ m̄0 such that
k ≺li k 0 . Hence, ψ(m̄0 ) = ψ(m0 ). Statement (2) is obvious, because maximal
elements are not affected by a replacement transition. To prove Statement (3)
o
o
assume m ∈ R(N , m0 ) and m −→o m0 . Similar to (1) we have m −→o m̄0 for
•
•
•
0
0
0
0
some m̄ = m + o. For each k ∈ o there exists k ∈ o ⊆ m such that k ≺li k 0 .
Hence, ψ(m̄0 ) = ψ(m0 ).
Completeness as formulated in the following theorem means that our implementation-level model can capture each step of our workflow.
Theorem 4 (Completeness). Let m̄ ∈ R(N̄ , ≺N̄ , m0 ). Then ψ(m̄) = m and
o
o
m −→o m0 (in N ) implies m̄ −→o m̄0 (in N̄ ) for some m̄0 with ψ(m̄0 ) = m0 .

o

o

Proof. Assume ψ(m̄) = m and m −→o m0 . Clearly, m ⊆ m̄, so we have m̄ −→o
m̄0 for some m̄0 , and by monotonicity m̄ ⊆ m̄0 . We have to show only that
ψ(m̄0 ) = m0 , which we decompose into (1) m0 ⊆ ψ(m̄0 ) and (2) ψ(m̄0 ) ⊆ m0 .
To prove (1) assume k 0 ∈ m0 . We consider two cases (a) k 0 ∈ o• and (b)
0
k ∈
/ o•. Case (a) immediately yields k 0 ∈ m̄0 . In Case (b) we obtain k 0 ∈ m ⊆
m̄ ⊆ m̄0 , and again k 0 ∈ m̄0 . Hence, in both cases it remains to prove that k 0 is
maximal in m̄0 . So, assume k 0 ≺ k 00 for some k 00 ∈ m̄0 for a proof by contradiction,
which is carried out by considering four Cases (a)-(d):
Case (a) Assume k 00 ∈ o• and k 0 ∈ o•. This case can be immediately excluded
because by definition ≺ cannot hold between elements of the postset of an occurrence. Case (b) Assume k 00 ∈ o• and k 0 ∈
/ o•. It follows that k 0 ∈ m and hence
•
0
00
k is maximal in m̄. Tracing k ∈ o backwards, there must exist k 000 ∈ •o ⊆ m̄
such that k 000  k 00 and k 0 ≺ k 000 (relationship to k 0 does not change with the occurence). This contradicts, however, the maximality of k 0 just established. Case
(c) Assume k 00 ∈
/ o• and k 0 ∈ o•. Tracing k 0 backwards, there exists k 000 ∈ •o ⊆ m
000
such that k ≺ k 0 ≺ k 00 . This means, however, that k 000 is not maximal in m̄,
which contradicts k 000 ∈ m. Case (d) Assume k 00 ∈
/ o• and k 0 ∈
/ o•. If follows that
•
0
0
k ∈ m − o and hence k is maximal in m̄. The latter, however, is impossible
due to k 0 ≺ k 00 ∈ m̄.
To prove (2) assume k 0 ∈ ψ(m̄0 ), which implies that k 0 is maximal in m̄0 . If
0
k ∈ o•, we obtain k 0 ∈ m0 and we are done. If k 0 ∈
/ o• we conclude that k 0 ∈ m̄
0
and hence is maximal in m̄, and therefore k ∈ m. Now there are two cases: If
k0 ∈
/ •o we obtain k 0 ∈ m0 , and we are done. Otherwise, we have k 0 ∈ •o, which
implies that there exists k̄ 0 ∈ o• ⊆ m̄0 such that k 0 ≺ k̄ 0 . But this contradicts the
fact that k 0 is maximal in m̄0 .
The following result shows that the implementation-level model is sound.
Each of its steps corresponds to a step in the workflow, possibly after rolling
back (i.e., eliminating) some redundant occurrences.
o

Theorem 5 (Soundness). Let m̄ ∈ R(N̄ , ≺N̄ , m0 ). Then we have (1) m̄ −→o
∗
o
m̄0 (in N̄ ) implies ψ(m̄) ←−o ◦ −→o ψ(m̄0 ) (in N ) or ψ(m̄) = ψ(m̄0 ), and (2)
0
m̄ −→r m̄ (in N̄ ) implies ψ(m̄) = ψ(m̄0 ).
o

Proof. To prove Statement (1) assume m̄ ∈ R(N̄ , ≺N̄ , m0 ) and m̄ −→o m̄0 . By
monotonicity we have m̄ ⊆ m̄0 . We define m = ψ(m̄) and consider two cases. If
o
m −→o m0 for some m0 , it is sufficient to show that ψ(m̄0 ) = m0 , and we can
proceed as in the proof of the previous theorem. Otherwise, the occurrence o
is not enabled at m because of a replaced token k 00 ∈ •o and k 00 ≺ k̄ for some
replacement k̄ ∈ m̄ ⊆ m̄0 . Now there are two possibilities: (a) k 00 ≺al k̄ or (b)
k 00 ≺li k̄. In Case (a) we propagate the conflict relation (using Lemma 4) and
conclude that k ≺al k̄ for all k ∈ o•, which implies that ψ(m̄) = ψ(m̄0 ) — i.e., the
firing of o in N̄ is invisible under ψ, and we are done. In Case (b), k 00 must be the
source of a conflict, and depending on the occurrence timestamp order there are
two subcases (i) k 00 ≺al k̄ for all k 00 ∈ o• or (ii) k̄ ≺al k 00 for all k 00 ∈ o•. In Case
(i) we proceed as in Case (a) above. In Case (ii) we use Lemma 3 to roll back

the occurrences in the union of all causal chains k 00 ≺li k̄ for each k̄ satisfying
∗
the conditions above (k 00 ≺ k̄ and k̄ ∈ m̄). This yields a marking m00 −→o m.
00
00
00
00 o
0
Now each replaced k is restored — i.e., k ∈ m and m −→o m for some m0 .
For each k 0 ∈ o•, which is nonempty, we have k̄ ≺al k 0 for each k̄ ∈ m − m00 , i.e.,
for all k̄ that were removed during the rollback. Hence, ψ(m̄0 ) = m0 and we are
done. Statement (2) of the theorem is obvious, because maximal elements are
not affected by a replacement transition.
Theorems 5 and 4 can be composed with Lemma 2 to see that every multiround workflow system can be equipped with provenance information and by
taking the monotonic closure executed in a distributed fashion while preserving the behavior of the original workflow specification. Usually, the workflow
specification already uses a notion of time, but by an additional composition
with Lemma 1 it is also possible to first add timestamps if the original workflow
specification is untimed.
Lemma 5. ψ(m) = m for all m ∈ R(N , m0 ).
Proof. Follows from the fact that all m ∈ R(N , m0 ) are consistent, meaning
that neither ≺li nor ≺al relates any two tokens of m, which can be established
by induction.
Lemma 6. R(N , m0 ) ⊆ R(N̄ , ≺N̄ , m0 ).
Proof. Follows from the fact that each occurrence step in (N , m0 ) from a reachable marking can be simulated by an occurrence step followed by a replacement
step in (N̄ , ≺N̄ , m0 ).
The following theorem is a concise summary of our results in terms of reachable markings:
Theorem 6. ψ(R(N̄ , ≺N̄ , m0 )) = R(N , m0 ).
Proof. We can obtain R(N , m0 ) ⊆ ψ(R(N̄ , ≺N̄ , m0 )) by combining Lemmas 5
and 6. The converse ψ(R(N̄ , ≺N̄ , m0 )) ⊆ R(N , m0 ) follows from Theorem 5 by
induction. In this process we use Lemma 3 to show that backward steps preserve
reachability.
We have implemented a distributed execution engine on top of our NCPS
framework [21] that allows the user to specify the multiround workflow system
and synthesizes a partially ordered net system under the hood. It also allows the
specification of the timing distributions of transitions to allow for randomized
delays that reduce the likelihood of conflicts (in fact, it is traded against speed).
Redundancy and diversity as they occur in biological systems are key features
of fractionated systems. For example, randomized scheduling of transition occurrences allows us to reduce the likelihood of inconsistencies without coordination
overhead by exploiting relative timing. Hence, asynchronous distributed operation, which is often considered as a challenge, is turned into an advantage. FCPS

can be designed with a suitable degree of redundancy, but we cannot generally
assume that each logical function can be executed by any hardware/device, at
any node/location, or by any agent/person. Hence, some transitions may have
additional constraints that could be captured as part of their conditions.
Given that a higher-level model is automatically mapped into a lower-level
model that can be directly implemented, our approach is a first step toward
model-based design for fractionated systems. The high-level workflow model has
a well-defined semantics and can be analyzed or verified using many existing
Petri net tools or through a mapping into other formalisms such as rewriting
logic [47], which is implemented in the Maude system [8]. In this way, it is
possible to perform structural analysis, reachability and deadlock analysis, and
more generally model checking of temporal logic properties at a high level of
abstraction.

4

Application to Distributed Control of Fractionated
Cyber-Physical Systems

To illustrate the application of the theory we use our prototype of a distributed
execution engine and a specific case study in the context of mission control for
fractionated systems. The example scenario considered here is that of a swarm
of UAVs that perform a distributed surveillance mission by flying to a suspicious
location and returning to a base location in a formation that creates an effective
sensing grid. Figure 1 exemplifies the scenario with a swarm flying to a target
location via two possible routes and returning to the initial location. On its way
to the target location, a swarm collects information (e.g., images) and uses that
information to decide its return route. Note that this presents a highly relevant
scenario with current technologies for swarms of UAVs and other micro-vehicles
such as robots, smart buoys, and pico-satellites. In this case study, UAVs can
communicate and exchange up-to-date information about the progress of their
workflow, which enables a distributed and cooperative execution. This problem
is representative of a class of FCPS for which transparent scaling and fault
tolerance without the need for global coordination is essential.
We leverage the concept of a virtual potential field [20, 41, 6, 38, 28, 25], an
attractive approach inspired by physical, chemical, and biological phenomena,
to control ensembles like a team of robots or a swarm of UAVs. In a nutshell,
each member is driven by the desire to minimize its perception of, and hence its
own contribution to, the virtual potential. The advantage of this approach is not
only that it is independent of the size of the ensemble and naturally scalable,
but also that it is declarative in the sense that the virtual potential can be seen
as a specification of the desired state of a system. Recent work in [41] further
developed hierarchical potential fields in the context of multirobot systems imposing network topology and collision avoidance constraints with simultaneous
path tracking and formation objectives. Instead of deriving the dynamics from
a potential it is also possible to directly define artificial forces as in [43], but

the virtual potential approach seems preferable because it offers a higher level
of abstraction.
To capture our distributed surveillance mission by a swarm in formation,
the potential field needs to be designed to guide UAVs positioned at desired
pairwise distance and to be adaptive when a new target location is selected.
In the simplest case, the potential field can be a constant around the center
of the desired location and increase when the distance from the center grows.
To cope with local minima, we use a distributed version of simulated annealing
[31] instead of simple gradient descent. In our prototype, the potential field is
implemented using the potential function explained next.
We define the potential p capturing the quality of a given swarm configuration as a weighted sum, p = wf pf + wl pl , where pf and pl are potentials
corresponding to formation and desired location, respectively. The formation
potential pf should be minimal when a swarm creates a hexagonal lattice, utilizing one of several possible distributed sensing grids discussed
[44]. We define
Pin
n
the formation potential of a swarm with n UAVs as pf = n1 i=1 pif , where

 (R − ri ) if ri < rc
pif = cr ( r1i − R1 ) if rc ≤ ri ≤ R

ca ( R1 − r1i ) if R < ri
In the above equation, R is the desired distance between UAVs, and ri is the
current distance between itself and another U AV i . If they are located at the
desired distance (ri = R), then pif presents the lowest potential. Otherwise, pif
has repulsive impact if the UAVs are closer than R and attractive impact if
they are farther than R. This corresponds to repulsive and attractive forces in
artificial physics, where a force law is defined between two particles [45]. In [45]
the repulsive force is restricted to remain constant when the distance between two
particles gets too small, and we use this threshold distance as a range constant
rc in the above equation. When the UAVs are further apart, pif is defined to be
inversely proportional to the distance r with the constants for repulsive impact
cr and for attractive impact ca . We define cr to ensure that the potential field is
continuous. A location potential pl is defined as a function of distance between
the center of a swarm and the desired location.
The multiround workflow system in Figure 2, composed of P hase1 (from L0
to L3 ) and P hase2 (from L3 to L0 ), describes a sample surveillance mission in
the scenario of Figure 1. A goal is injected into our UAV swarm as depicted as
an initial token at place G0 (i.e., goal for location L0 ). Distributed simulated
annealing attempts to satisfy the goal by flying to location L0 in a formation
using the potential fields explained above. The transition GS generates a token
in place F0 (i.e., a fact representing the location L0 ) once goal satisfaction is
observed. Since the target location L3 can be accessed via either L1 or L2 as
shown in Figure 1, a token at place F0 enables the N G transitions, which give
rise to a free choice of a route in P hase1 . As explained earlier, the swarm takes
a snapshot of the route (i.e., firing of transition T S when the swarm is located at
L1 or L2 as indicated by a token at place F1 or F2 , respectively), and processes
it by executing transitions IP and F E on images i and i0 , respectively. This
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computation is done as a parallel thread while the swarm is flying to L3 . In
P hase2 of a round, a conditional transition N G selects
G0 a return route to the
start location L0 based on the colored token e at place IF capturing the features
extracted from the image taken.
We explain the overall structure
of our prototype implementation of
L1
our distributed execution engine for
multi-round workflow systems using
L0
L3
the sample net in Figure 2. It is implemented as an application on top of
cyber-application framework [21] that
supports simulation models as well
L2
as real world deployments of our dis- Fig. 1. UAV swarm is initially located at L0
tributed execution engine. In the be- and needs to fly to the target location L3
ginning, an initial marking is gener- via either L1 or L2 due to possible obstacles
ated by each U AV i and a token at (e.g., mountains). On its way to L3 , swarm
place G0 is posted as knowledge. The takes snapshot of location L1 or L2 , which
distributed execution engine allows will be used to determine a return route to
knowledge sharing about the progress start location L0 .
of the workflow when connectivity among UAVs is available. When each UAV
has received a token, an event is scheduled to trigger firing of transitions enabled
by the corresponding token. For example, transition GS is scheduled to be fired
when knowledge about a token at place G0 is received. The simulated annealing
algorithm enables firing of transition GS once goal satisfaction has been observed, which leads the application to post knowledge about a token generated
at place F0 to signal local progress in the workflow.
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Gi : Goal f or Li in P hase1
G00i : Goal f or Li in P hase2
Fi : F act f or Li in P hase1
Fi0 : F act f or Li af ter Snapsho
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Fig. 2. A sample multiround colored workflow system, composed of P hase1 (from L0
to L3 ) and P hase2 (from L3 to L0 ), describes the surveillance scenario in Figure 1.
Our distributed engine allows free-choice execution (i.e., a token at place F0 triggers
Location
of Swarm
0 : Initial
transition N G firing) to determine a L
route in P hase1 asLwell
as parallel
execution
(i.e.,
1
firing of transition T S generates a colored token i in place RI and a black token in
place F10 or F20 ) to perform computation on i while the swarm is flying to L3 so that a
L
L3
conditional transition0N G with condition c or c̄ can decide
a return route based on a
colored token e at place IF and a black token at place F3 .
L2

C(RI) = RawImage
C(P I) = P rocessedImage
C(IF ) = ImageF eature
GS : GoalSatisf ied
N G : N ewGoal
T S : T akeSnapshot
IP : ImageP rocessing
F E : F eatureExtraction
D : Done

Thanks to ≺li , a token at place F0 can replace a token at place G0 from
which it was generated. Next, transition N G can be fired to generate new goals
at places G1 and G2 . Note that ≺al plays a role here to eliminate a potential
redundancy in the distributed execution. In other words, even though transition
N G can occasionally generate tokens at both places G1 and G2 (due to randomized scheduling of transitions) before ≺li eliminates the token at F0 , ≺al
prevents redundant execution paths by replacing inferior tokens (in terms of
their timestamps). Since a token indicates current progress of an entire swarm,
each UAV can have different notion of the status. For example, U AV 1 is aware
of a swarm located at L0 (i.e., a token at place F0 ) and is subsequently choosing to proceed with a new goal to fly to L1 (i.e., a token at place G1 ), while
the progress of workflow at U AV 2 still remains at place G0 due to its lack of
computational resources or due to the network delay incurred in knowledge (i.e.,
token) dissemination.
Once a token is available at place F1 (or F2 ), the transition T S generates a
colored token i (indicating that a snapshot has been taken) in place RI and a
black token in place F10 (or F20 ). The swarm is now flying to the target location
L3 , which leads to a token at place F3 . In parallel, a raw image is processed (IP )
and features are extracted (F E), which leads to a colored token e at place IF .
The conditional transitions N G decide a return route based on their conditions
c and c̄. For instance, if e indicated a potential hazard in the location L1 (or
L2 ), N G can avoid to choosing the same route to minimize the risk. It should
be noted that by using c and its negation c̄ we allow only one execution path in
P hase2 , which ends with a token at place G0 , but mutual exclusion is required
neither by our theory nor by the implementation.
Our distributed execution engine for multiround workflow systems is implemented in a fully decentralized fashion to cope with failures of all kinds. New
UAVs can join and leave the swarm at any time since FCPS are open systems,
which can also be deployed and scaled up or down incrementally. When a new
UAV joins the swarm, knowledge about current progress is exchanged among
connected UAVs, which through the ordering can expedite the execution of the
joining UAV’s workflow system. The underlying cyber-application framework
[21] with its partially ordered knowledge-sharing model can shield the distributed
execution engine from the complexities of dealing with dynamic topologies (e.g.,
partitioning and merging), delays/disruptions, and node- /communication failures. For example, in some circumstances (e.g., due to external interference) a
swarm may be split into two smaller swarms that get disconnected from each
other while they are executing a net with a free choice, as in Figure 2. The
swarms can take different routes (via L1 or L2 ) before they may reconnect and
resynchronize in the future (e.g., at L3 ). Since goals are associated with virtual
potentials, the underlying optimization algorithm is responsible for resolution of
inconsistencies arising in their physical state. Virtual potential fields also allow
independent specification of multiple low-level objectives (e.g., location, formation, and connectivity constraints) that can evolve concurrently as part of the
workflow.

5

Related Work

The adequate modeling of distributed systems, ranging from information processing systems to workflow in organizations and most notably physical processes, has always been a primary concern for C. A. Petri. One thread of his
research was to axiomatize certain classes of Petri nets [37] and to study their
causal structure [26], because not all instances correspond to physical phenomena or adequate models of reality, or might simply not be implementable. To
lift the level of abstraction, various kinds of high-level nets have been proposed,
including colored nets [19] and algebraic nets [39], which can be seen as compact
notations for classical Petri nets. Because of their expressiveness, the proper use
of Petri nets for the modeling of distributed algorithms remains an important
concern; see, e.g., [39]. In addition, various extensions have been studied, which
cannot be directly reduced to the classical Petri net model by means of homomorphisms. For instance, the need to model shared resources and nondestructive
access — e.g., for applications in delay-tolerant designs (e.g., asynchronous circuits) — has led to the study of Petri nets with test/read arcs (e.g., [53]), which
have also been studied under the name contextual nets in [32]. Petri nets and
such extensions are also closely related to linear logic and rewriting logic (e.g.,
[17, 47]). Not surprisingly, Petri nets with read arcs have been found to be important in the modeling of biological systems [50], which are real-world examples
of highly distributed and fractionated systems. Monotonic and partially ordered
net systems, as introduced in this paper, can be seen as a very fundamental
attempt to tame the expressiveness of Petri nets. They can only use read arcs
to access tokens and allow tokens to be replaced by means of a partial order.
The key idea is to give up the concept of a resource as an atomic object with
the rationale that a fully distributed (in fact, fractionated) implementation must
always be possible for a large well-defined class of models.
Petri nets have been used to support the model-based design of embedded software (see, e.g., [42] for an approach utilizing free-choice nets to model
dataflow). Furthermore, various approaches to the distributed execution of Petri
nets have been developed including [7, 14, 3, 23] but all of them use a more or less
fine-grained partitioning of the net, in contrast to our fractionated approach that
relies on an inherently distributed model that does not require any partitioning.
In FCPS, each computing resource can (in the absence of other constraints)
execute any transition in an opportunistic and optimistic fashion.
Undirected causality, concurrency, and conflict relations were studied by
C.A. Petri in various unpublished lectures as symmetric relational structures
(X, li, co, al), and the consistent orientation of causality was investigated in [26].
The conflict relation has also been studied in the context of event structures
[54], which are partial orders equipped with a symmetric conflict relation. In
this paper, we combine causality and conflict relations into a single consistent
ordering by embedding provenance information (also referred to as lineage) in
each token to capture its causality cone. Enriching systems with provenance can
be seen as a form of distributed reflection, because it allows runtime awareness
about the computational process, which in our case is exploited to resolve incon-

sistencies in a fractionated implementation. Systems for maintaining distributed
provenance for other purposes are emerging [10], and the early work [15] uses a
bounded tree structure as a representation, similar to our causality cones.
A mission control language for a single autonomous underwater vehicle is
mapped into Petri nets [35], but the fully distributed control of ensembles addressed in the present paper is much more challenging. A distributed resource
in our workflow can be simply the state of distributed software but in cyberphysical systems may also have a counterpart in the real world, like a team of
robots or a swarm of vehicles. We use the notion of a virtual potential field,
which has been developed in a work including [6, 38, 28, 25, 41].
The computational field model (CFM) [51] is based on concurrent objects
in an open distributed environment guided by a metric space defined by mass,
distance, gravitational force, repulsive force, and inertia of objects. Its communication model is different from message passing and knowledge sharing. Since
even messages are represented as objects, communication becomes a special case
of the migration of objects to their optimal/satisfactory locations. The tight integration between the physical world and computations and the notion of FCPS
have not been investigated in the context of the CFM.
Simulated annealing has been used for a single robot manipulator in the early
work [6] and it is naturally suitable for loosely coupled distributed operation
of fractionated systems. The control of a swarm of UAVs can also be seen as
a special case of the aggregate motion control as proposed for birds that are
flocking based on a distributed behavioral model [40], where each simulated bird
navigates according to its local perception of the dynamic environment, the laws
of simulated physics, and a set of programmed behaviors. Our approach can
also be combined with distributed versions of gradient descent or more powerful
search heuristics such as A∗ as in [41].
The integration of declarative and quantitative techniques is an active area
of research and has been approached in many ways, ranging from probabilistic/ quantitative logics to various forms of stochastic automata, stochastic Petri
nets, and weighted rule-based approaches. Virtual potentials can be seen as a
generalization of qualitative goals, and potentially consist of multiple weighted
subpotentials (corresponding to quantitative subgoals). Here, we use evolving
potentials driven by workflows, giving rise to a new form of quantitative declarative specifications for dynamic systems that can serve an executable model.
Since this form is independent of the number of participating nodes, it is scalable and naturally suitable for fractionated systems.

6

Conclusion and Future Work

The trend toward model-based design has been a primary driver for executable
models, but most work is currently concerned with synchronous systems or systems that can be viewed as such by means of a suitable transformation. This
paper investigates the other end of the spectrum — namely, loosely coupled
asynchronous systems, and a possible direction for model-based design of frac-

tionated software and more generally FCPS. The idea is that the correct and
timely functioning of the system becomes a statistical property if sufficiently
many networked resources are available to overcome failures and other deficiencies in the environment.
We introduced a subclass of nets that can be executed in a fully fractionated fashion by means of a partially ordered net model that, unlike traditional
models, does not rely on the atomicity of tokens and a corresponding transactional semantics. The most interesting research question is how far can this
class be generalized while maintaining these key results. We conjecture that the
multiround structure and the free-choice assumptions can be relaxed. It might
be possible to cover an even-larger class by relaxing the key theorems. It is also
clear that only a subclass of fractionated systems based on the partially ordered
knowledge-sharing model can be captured in a Petri net style model, which makes
the generalization of our ideas to other well-known formalisms, such as classical
logics, linear logic, term rewriting, or process algebra, a natural long-term goal.
A purely logical approach to distributed control for a different class of NCPS
in [46, 22] can be an alternative. Studying the precise relationship and possible
integration of these approaches would be another interesting direction.
Our framework already supports different forms of probabilistic analysis,
which can be applied to fractionated systems before system deployment. To
improve verifiability of systems, more work is needed on the theoretical side
to develop new runtime verification methods such as those proposed in [49],
because fractionated systems are typically incrementally deployed, are highly
reconfigurable, and operate in a broad range of different environments.
On the practical side, a more efficient implementation and a quantitative
evaluation of performance are important next steps. To test our theory in an experimental real-world deployment with distributed-control applications such as
those described in the appendix, we are currently building an NCPS testbed consisting of micro-UAVs. Specifically, we are extending inexpensive quadricopters
(Parrot AR.Drones) running an on-board Linux system (running low-level flight
control software) with additional hardware and sensing capabilities, such as an
additional on-board computer (Gumstix), a WiFi module, a digital compass,
and a GPS module. The additional on-board computer will enable us to run
high-level flight control software and the cyber-application framework with networking and workflow execution capabilities.
Already there are many other applications that could benefit from fractionated software, fractionated hardware, or more generally FCPS at a coarsegrained level. Two particular areas of interest are robotic teams that operate in
microfactories and scientific satellite missions involving a large number of inexpensive pico-satellites (e.g., CubeSats), which can act as distributed sensors in
space. In the longer-term future, there might be potential to apply these ideas at
a more fine-grained level. Since today’s hardware designs are essentially networks
of subsystems (e.g., many-core architectures), it would be natural to ask if by
utilizing sufficient redundancy and diversity, a form of fractionated software can
perform useful computations on high-density chips that contain so many highly

unreliable components that failure becomes a normal part of every computation.
In this case, we would like to have a clear high-level specification of the computation (e.g., a workflow describing a multistage processing pipeline with many
branches), but the mapping and binding to the actual hardware must happen
at runtime without the need for explicit global coordination.
An open source prototype is available as part of our multi-platform cyberapplication framework at http://ncps.csl.sri.com.
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